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1. Introduction 

1.1 Background 

LCH.Clearnet Ltd (LCH.Clearnet) can now offer a connection to clearing 
services using a HTTPS access option via the Internet.  This connectivity 
option is suitable for ‘low usage’ Clearing Member and Broker Firms (firms). 

This new HTTPS option provides firms with a secure connection that is simple 
to set-up, configure and use.  This option is not intended for firms that require 
high performance, resilient, and Service Level Agreement (SLA) driven 
connectivity.  Any firms requiring this should connect via the BT Radianz 
option.  

There is an SLA regarding the amount of time it will take to on-board a firm. 
The agreement is that a new firm will have a completed set-up no later than 10 
working days after providing all the required information. 

1.2 Purpose of the Document 

The intention of this document is to provide firms with a high-level technical 
overview of the HTTPS access option.  This will enable firms to connect to 
clearing services using a method that meets their business requirements. 

Firms are then invited to discuss their connectivity preferences further with 
LCH.Clearnet with the intention of reaching a preferred network topology 
decision. 

The process of setting up a connection using the HTTPS access solution will 
involve specific detailed technical discussions, including the provision of IP 
addresses, user account details and URLs.  This level of detail is not provided 
in this high level guide. 

Further versions of this document will be issued to reflect the ongoing 
development of clearing services provided by LCH.Clearnet.  

1.3 Contact Information 

For technical issues and other queries relating to the clearing services network 
options provided by LCH.Clearnet, firms should contact the LCH.Clearnet 
Service Desk by:  

• telephone on +44 (0) 20 7426 7200 

Or 

• e-mail ServiceDesk@lchclearnet.com  

 

 

mailto:ServiceDesk@lchclearnet.com
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2. Network Overview 
Firms can connect to clearing services using the HTTPS access option from 
desktops in their office(s). The only requirement is for a connection to the 
Internet. 

LCH.Clearnet will provide firms with account authentication details and a URL 
address.  This will direct the HTTPS session to the required clearing service 
and allow access. 

The connection between the firm and the clearing services will be secure.  As 
well as using HTTPS to encrypt data on the Internet, an additional network 
layer and application layer of security will be implemented to authenticate user 
connections.  

LCH.Clearnet hosts its clearing services from two geographically separated, 
purpose built data centre sites. Under normal operational conditions, all 
clearing services are provided from the primary data centre. In the event that it 
is not possible to deliver the clearing service from the primary data centre, 
operations are switched to the secondary data centre. The failover between 
data centres is transparent to the firm. 

LCH.Clearnet does not provide any performance guarantees or SLAs with this 
Internet connectivity option. 

2.1 Architecture 

Figure 1 illustrates the general network architecture between the firm and the 
clearing services.  Firms enter an LCH.Clearnet application URL from their 
desktop and are directed to the appropriate clearing service. The HTTPS 
access solution provides a secure and resilient network for ‘low usage’ firms. 
 

 
Figure 1:  Participant HTTPS Access Architecture 
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Whilst this architecture is not intended for firms who require high performance, 
SLA driven connectivity; LCH.Clearnet’s primary and secondary data centres 
have Internet connectivity that is resilient with ample capacity.  

2.2 Connectivity 

2.2.1 HTTPS Browser 

Clearing services are tested against, and support connectivity, using Internet 
Explorer 6 (IE6) browser or above.  Where clearing services require a higher 
version of Internet Explorer or support additional browsers this will be detailed 
on the Connectivity Form (Appendix A). 

2.2.2 Resilience and Failover 

LCH.Clearnet recommends that firms provide resilient connectivity from their 
offices to the Internet.   

LCH.Clearnet recognises that firms will have implemented varying capabilities 
for business continuity and recovery.  The HTTPS access solution has the 
capability to connect to the business continuity site(s) to ensure a connection 
remains to the clearing services. 

2.2.3 Network Security 

LCH.Clearnet expects that any connection over the Internet will go via a 
firewall or router capable of performing Network Address Translation. Only 
pre-registered sites will have permission to connect to the clearing services. 

2.2.4 Capacity 

A minimum bandwidth for the HTTPS browser solution is not required 
although a minimum bandwidth of 2MB/sec is recommended for accessing 
clearing services. Firms may wish to wait until the Member Test phase before 
deciding whether to upgrade their existing Internet connections.  

2.3  Responsibility 

Firms can choose either a dedicated Internet connection for clearing services, 
or share connectivity with their existing Internet line.  

The following is the responsibility of the firm: 

 Connectivity to the Internet at the nominated address. 

 To have (or provide) secure (e.g. Firewall) connection to the Internet 
from their offices. 

 To determine the capacity of their Internet connection(s); and whether 
this is shared with other user Internet access or dedicated to clearing 
services connectivity (see section 2.2.4.) 

 To provide LCH.Clearnet with the public Internet addresses from which 
they will be accessing the desired clearing service(s). This will allow 
LCH.Clearnet to register connectivity across the Internet to specific 
pre-registered addresses. Once the IP address (es) has been 
registered, it will not be necessary to repeat IP address (es) 
registration to access additional/new clearing services unless there is a 
change in the firm’s IP address (es).   
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2.3.1 Network demarcation 

The LCH.Clearnet Internet demarcation point to the user site is the output port 
from the primary and secondary data centres that connect to the Internet. 

2.3.2 Connectivity issues  

Any issues associated with LCH.Clearnet clearing services, whether 
application or technology related, should always be reported to the 
LCH.Clearnet Service Desk (please refer to section 1.3 Contact Information) 
who Firms should first ascertain that connectivity to the Internet is possible 
before contacting the LCH.Clearnet Service Desk. 

2.4 Future Portal and Single Sign-On (2010) 

LCH.Clearnet is currently developing a secure Internet based (HTTPS) Portal 
and Single Sign-On solution for firms to connect to multiple clearing services. 
The Portal will be deployed during 2010, and over a period of time access to 
clearing services will be migrated to use the Portal. This enables users to 
authenticate once and then access one or more clearing services, without the 
need for further authentication at each application. Additionally the Portal will 
act as a front-end presentation layer, providing a common look and feel. As 
clearing services are migrated to the portal, the existing application specific 
URL will be replaced with the Portal URL. By entering the appropriate URL at 
their desktop, firms will have access to two separate environments Production 
and Member Test, as shown in Figure 2 below:  

 
Figure 2:  Portal and Single-Sign-On Architecture 
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3. Appendix A: Connectivity Form 
 

 

 

 

 

 

  

 

 

LCH.CLEARNET LIMITED 
 

HTTPS CONNECTIVITY REQUIREMENTS 

If you need further technical information, please contact the LCH.Clearnet Service Desk:Tel: +44 (0)20 7426 
7200 
Or, 
Email: servicedesk@lchclearnet.comOperational Hours: 07:00 – 19:00 (Monday – Friday) 

Prior to accessing the LCH.Clearnet clearing services, the following must be observed: 
 

 Full access to the below URLs has been approved by the firm’s security team 

 All attempts have been made to ensure adequate security has been applied to the firm’s computer and 
associated applications 

 Authorisation has been approved by the relevant LCH.Clearnet representative 

Participant Network configuration 
 

To connect to both the Test and Production environments, a firm should go via their Internet gateway. 
 

 
Log on 
To log on to an LCH.Clearnet service, users must be in possession of a valid username and password.  These 
details are issued by our LCH.Clearnet Application Security Administrator (ASA) directly to the user within the 
organisation. To access the appropriate LCH.Clearnet service, the user will need to enter the following URLs in 
their browser For example: 
 

To access the ECS Production environment enter:  https://ecs.lchclearnet.com/trade/Login 
To access the ECS Test environment enter: https://uat-ecs.lchclearnet.com/trade/Login 

To access the ECS Training environment enter: https://training-ecs.lchclearnet.com/trade/Login  

 
To access the HKMEX Production environment enter: https://hkmex.lchclearnet.com/trade/Login 

To access the HKMEX Test environment enter: https://test-hkmex.lchclearnet.com/trade/Login 
 

To access the Member Reporting Test environment enter:  https://test-reporting.lchclearnet.com  
To access the Member Reporting Production environment enter: https://reporting.lchclearnet.com  

 
Browsers  
Banking service requires IE7 or Mozilla Firefox 3.0.10 and above. All other LCH.Clearnet applications require 
IE6 or above. 
 
On-Boarding new Firms 
LCH.Clearnet aims to on-board new firms within 10 days of receiving the necessary information.  

mailto:servicedesk@lchclearnet.com
https://ecs.lchclearnet.com/trade/Login
https://uat-ecs.lchclearnet.com/trade/Login
https://training-ecs.lchclearnet.com/trade/Login
https://hkmex.lchclearnet.com/trade/Login
https://test-hkmex.lchclearnet.com/trade/Login
https://test-reporting.lchclearnet.com/
https://reporting.lchclearnet.com/

